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The Department of Audit and Control has completed an audit of measures taken to complete background/security screenings prior to granting non-employee users access to the County’s financial/human resources computer systems.
The audit was conducted in accordance with generally accepted auditing standards.  Such standards require that the Department of Audit and Control plan and perform the audit to adequately assess the accuracy of the financial records and the adequacy of the internal controls and that we examine, on a test basis, sufficient, competent and relevant evidence to afford a reasonable basis for our conclusions.

Based on the results of our examination, it is our opinion that controls to insure that background/security screenings are performed prior to granting non-employee users access to the County’s financial/human resources computer systems should be improved.

Sincerely,

Alex J. McLaughlin

Broome County Comptroller

cc:
Daniel J. Reynolds, Chairman of the Legislature


Members of the Legislature


Aaron M. Martin, Clerk of the Legislature


John M. Bernardo, Deputy County Executive


Dennis O’Keefe, Director, Information Technology
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Background:

On occasion, users who are not County employees are granted access to the County’s financial and human resources computer systems.

These users are generally interns or consultants.

Background/security checks are performed when County employees are hired and when a badge is provided to a non-employee for building access control.  Background/security checks are not performed specifically related to granting access to the County’s financial and human resources computer systems.

AUDIT FINDINGS, RECOMMENDATIONS AND RESPONSES
FINDING 1:
NON-EMPLOYEE USERS WERE GRANTED ACCESS TO THE COUNTY’S FINANCIAL / HUMAN RESOURCES COMPUTER SYSTEMS WITHOUT PROPER BACKGROUND / SECURITY SCREENINGS

During the time period covered by our audit, January 1, 2010 through June 30,

2015, 36 non-County employees were granted access to the County’s financial/human resources computer systems.  No background / security screening was performed on 13 of those individuals, at least 2 of which were granted access to the County’s systems at the highest and most critical levels.

Proper background / security checks are essential to protecting the integrity of the County’s systems.

The County does not have a policy in place to require background/security checks prior to granting access to financial/human resources computer systems.  The background/security checks that are performed are related to providing non-employees with a badge to control building access.

RECOMMENDATION:

We recommend that the County develop and implement procedures to require that background/security checks are performed on any individual who will be granted any access to the County’s financial/human resources computer systems, prior to said access being granted.

MANAGEMENT RESPONSE:



IT will add an additional box on the PeopleSoft ERP access request form 

indicating that a background security check was passed.  Forms will be returned to the department if this box is not checked.  Departments will need to understand that the background security check generally takes two weeks to complete.  This change will be implemented by 7/29/16.

